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Editorial

In this edition of our journal, we present three exceptional research papers that address vital
issues ranging from mental health during pandemics to the security of digital data and the
transparency of agro-food certification. Each study offers innovative approaches and detailed
analyses that contribute significantly to their respective fields.

The first paper examines the profound impact of pandemics on the mental well-being of
medical students and their parents. With the ongoing emergence of new coronavirus variants,
this study provides crucial insights into the psychological effects and highlights factors
contributing to mental health deterioration. Through a cross-sectional study involving 438
participants and using the Warwick—Edinburgh Mental Wellbeing Scale (WEMWBS), the
authors found that 35.2% of respondents showed signs of probable depression, while only
6.4% exhibited high mental well-being. The comparison between students and parents
revealed that a significant proportion of students (44.7%) suffered from probable depression
compared to their parents (43.8%), who mostly had average mental well-being. This research
underscores the urgent need for targeted mental health interventions for both medical students
and their families during such crises [1].

Digital multimedia assets are integral to modern communication, making their security
paramount. The second paper explores the evolving field of steganography for secure
information concealment within digital audio files. By employing advanced cryptographic
techniques, the study offers a robust framework for secure communication that mitigates
potential risks and vulnerabilities. The research emphasizes the importance of reliable
steganographic methods in hiding significant amounts of secret data within digital images and
audio files, thereby enhancing the confidentiality of sensitive information. This work contributes
to the development of more secure digital communication systems, ensuring that crucial
information remains protected against unauthorized access [2].

The third paper introduces an innovative framework for the certification of agro products using
smart contracts and blockchain-based non-fungible tokens (NFTs). Utilizing the ERC-1155
Ethereum token standard, the authors developed a system that ensures the uniqueness and
traceability of each harvest. By deploying and testing the framework on the Ethereum test net
blockchain, the study demonstrates how consumers can access Third-party Certificates (TPC)
via an Android app, promoting transparency and trust in the agro-food supply chain. The
implementation of blockchain technology in this context reduces counterfeiting and green-
washing, fostering sustainable buying habits and enhancing food safety. This research
highlights the potential of blockchain to revolutionize agro-food certification and supply chain
transparency [3].

The three papers presented in this edition exemplify the innovative and impactful research
that our journal strives to publish. From addressing mental health challenges during
pandemics to enhancing digital data security and revolutionizing agro-food certification, these
studies provide valuable contributions to their fields. We are honored to share these insights
with our readers and anticipate that they will inspire further advancements and research.
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ABSTRACT: Pandemics always have a significant effect on the physical, mental, and financial status
of people in general. With new variants of coronavirus emerging now and then, it is difficult to process
the sudden changes and new healthcare implementations for all individuals. In this situation, our
objective was to assess the mental-wellbeing of medical students and their parents and highlight factors
that could be associated with their mental-wellbeing deterioration. This is a cross-sectional study in
which the non-probability consecutive sampling technique was used. Our sample size was 219 for each
population (i.e., parents and medical students). Two questionnaires were designed, one for parents and
another for students, each consisting of a personal information section (including personal data and
COVID-related questions) and a mental well-being assessing section with the Warwick-Edinburgh
Mental Wellbeing Scale (WEMWBS). Descriptive data analysis and all calculations are done using SPSS
version 22. A total of 438 responses indicates that 35.2% (n = 154) of respondents have probable
depression, 14.6% (n = 64) have possible depression, 43.8% (n = 192) have average mental well-being,
and only 6.4% (n = 28) have high mental well-being. A comparison of scores for both groups show that
the majority of students (44.7%) have probable depression, while most parents (43.8%) have average
mental well-being. High mental well-being was found only in 3.2% medical students and 9.2% of their
parents. Hence, the realization of the effects of different factors, including coronavirus, on both groups

is essential.

KEYWORDS: Covid-19, pandemic, coronavirus, mental well-being, parents, medical students, MBBS
students

1. Introduction institutes in the initial phase that was followed by a
complete lockdown in multiple cities, forcing the general
population to confine themselves to their homes.
Although the lockdown was supposed to be lifted in a
month due to the degrading conditions, it kept on
delaying. On August 9, 2021, the lockdown was eased, but
still, there are many restrictions in the state, like fixed
business hours, only vaccinated citizens being allowed in
public places, 50% attendance of staff in offices, students
in institutions, etc.

Pandemics always take a toll on people’s physical
health. They are also seen to have significant
psychological impacts [1], and the COVID-19 pandemic is
no different. Due to its highly contagious nature, it has
been advised to limit as much social interaction as
possible. Therefore, the lockdown was implemented in
various countries, and it has proved quite effective in
reducing the number of new COVID-19 cases [2].

The first case of coronavirus in Pakistan was reported This pandemic has shaken the global health and
from Karachi on February 26, 2020, which eventually led

to the implementation of a lockdown in Pakistan on
March 13, 2020, by closing borders and educational

economic systems to their core. Almost 800 million people
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have been pushed down the line of poverty, with nearly
3.3 billion people at risk of losing their livelihoods [3].

With people losing their jobs and children studying
from home due to the lockdown, parents and students
faced a dilemma. Although being in lockdown would
naturally mean parents had more time with the kids, with
no end to this situation in sight, the household
environment got stressful. As was proved by a
longitudinal, observational study conducted in the
United States, parent stress increased substantially
during COVID-19 and has not returned to its pre-COVID-
19 level [4]. It was also recognized in a cross-sectional
study done at the University of Wisconsin-Madison and
the University of Southern California that 39.4% of
parents reported moderate to severe anxiety and/or
depression symptoms. Most of these parents testified that
their current emotions or concerns interfered with their
ability to parent. These effects were more profound in
females and low-income families [5].

The COVID-19 outbreak also negatively affected the
mental well-being of medical students. An observational
study conducted in the Department of Physiology,
College of Medicine, King Saud University shows that
56.2% of students suffered academically, 44.1% showed
emotional detachment from family and friends, and
23.5% were disheartened [6]. Also, in an online survey in
Jordan, about 58.4%
concerned about the inability to get clinical sessions and
labs [7]. Likewise, the results of a survey in Australia

of medical students seemed

show that the mental well-being of 68% of medical
students declined during COVID-19 [8].

Parents and medical students living in Pakistan, a
developing country, cannot be put in the same category
as parents and students from other nations, as Pakistan’s
government couldn’t support the families as much as
governments in developed countries did. Moreover, the
median household income for a family living in Pakistan
is $508.977, compared to $9,733 [9,10] in the rest of the
world. The average family size in Pakistan is 6.7, as
compared to the rest of the world, which is 4.9 [11,12].
Also, extended family systems are very common in
Pakistan.

A parent is the caretaker of a child. Their main role is
to provide for and nurture their children in the best
possible manner. The COVID-19 situation took its toll on
this role, thus putting stress on parents. Research
conducted in Italy showed that 17 percent of the sample
collected experienced significant parenting-related
exhaustion during the COVID-19 outbreak [13]. In 2017, a
research paper highlighted the evidence of the association
of stress with ineffective parenting and poor child
adjustment [14]. In another study, over-reactive parents,
who showed constant expressions of anger and arguing,
led to children expressing similar personality traits as

their parents [15]. Hence, the well-being of parents has a
direct role in the proper upbringing and welfare of the
children [16, 17]

Moreover, as shown in the results of the study
conducted in US medical schools [18], more than 20
percent of the students are considering a shift in their field
of specialization after the COVID-19 pandemic, mostly
due to the shift in financial status and mental well-being
in their household. Therefore, along with parents, it is
important to find out the effects this pandemic has had on
medical students as well.

The COVID-19 pandemic has caused significant
damage to different aspects of society. Even though it
affected everyone equally, the influence of this pandemic
on parents and medical students has been mostly
overlooked. The purpose of this research is to take into
consideration parents' and medical students' mental well-
being during the COVID-19 pandemic. So that positive
steps can be taken to ensure a better quality of life for both
parents and students.

2. Materials and methods
2.1. Study design, sampling technique, and participants:

This is a cross-sectional study in which a non-
probability consecutive sampling technique was used. All
medical students and their parents were included in this
study, except students or parents who have any
diagnosed  psychological disorder, whether on
medications or not. Prior consent was obtained from all
participants. No harm or benefit was subjected to any
participant. The anonymity of every participant and the
confidentiality of their data was ensured.

2.2. Sample size:

The sample size was calculated for two independent
population proportions using the online sample size
calculator "clincal.com" [19]. Using the proportion of
increased stress after children's return to school during
COVID-19 among population 1 (parents) as 55% [4] and
deterioration of mental well-being during COVID-19
among population 2 (medical students) as 68% [8], the
margin of error is 5%, the confidence level is 95%, and the
power is 80%. The final sample size calculated is at least
219 in each group.

2.3. Data collection procedure:

For 2 years, on and off, the lockdown was
implemented, and data was physically collected between
February 2022 and June 2022, during new waves of
omicron and delta variants of coronavirus. In this survey,
physical data were collected from 219 medical students
(n1) and their parents (n2). A total of 470 (N) forms were
received, 219 from students and 251 from their parents, of

WWww.jenrs.com

Journal of Engineering Research and Sciences, 2(2): 01-07, 2023 2


http://www.jenrs.com/

@) JENRS

M. Khan et al.,, COVID-19 Pandemic and Mental Well-Being

which 32 were excluded due to incomplete data or
diagnosed psychological disorders. Before participation,
consent forms were signed by all participants.
Questionnaires were distributed among students from
the first year to the final year of medical school, one for
the students and two for their parents, which were then
filled out individually by all participants and returned to

us.
2.4. Instrument:

Our team designed a questionnaire consisting of a
section containing demographic or personal information,
in which COVID-related questions were also included,
and a section assessing mental well-being with the
Warwick-Edinburgh Mental Wellbeing Scale
(WEMWABS), a 14-item scale. The scoring range for each
item was from 1-5, and the total score is from 14-70. This
provided a WEMWBS cut point of 40 or less for probable
depression, 41-44 for possible depression, 45-59 for
average mental well-being, and scores of 60 or more for
high mental well-being.

2.5. Data analysis:

Descriptive data analysis and all calculations were
done using SPSS version 22. The mean and standard
deviation were calculated for continuous variables like
age, family size, and WEMWBS scores. Frequency and
percentage were calculated for categorical variables like
gender, marital status, employment status, and monthly
income. By applying Chi-square and Fischer exact tests,
the association between qualitative variables was
determined. An independent t-test was used to find the
mean difference between the WEMWBS scores of both
groups. A p-value of <0.05 will be considered significant.

3. Results
3.1. Report of parents’ responses:

The results of the response show a contribution of
54.8% males and 45.2% females, with a mean age of 51.54
years. Most respondents belong to the nuclear family type
(71.7%), and 13.2% of them are single parents. Variations
were found in the answers to the question of employment
status: 56.6% were employed, 36.1% were homemakers
(mostly females), 1.4% chose the category of others, and
5.9% were unemployed. The majority of the participants
were of high socioeconomic status (65.4%) and owned
their homes (83.6 %). Parents usually had no (43.4%) or
one (42.9%) comorbidity. Family COVID positivity was
reported at 56.6%, whereas 32.4% of them tested positive
for COVID. 28.8% of them lost their close ones to COVID.
Their WEMWBS mean score was 47.21. In parents, the
probable depression was 25.6%, the possible depression
was 13.2%, the average mental well-being was 51.6%, and
the high mental well-being was 9.6% in Table 1.

3.2. Report of Students’ responses:

Students taking part in this survey were 68% females
and 32% male with a mean age of 20.69 years. Responses
comprise 38.8% from the third year of medical school,
33.2% from the second year, 12.8% from the fourth year,
7.8% from the first year, and 7.3% from the final year, with
an average GPA of 3.08 (SD = 0.398) across all years.
Hostilities were 21.5% while the rest of the participants
were day scholars. Similar to their parents' results, the
majority live in a nuclear family system (74%) and come
from a high socioeconomic class (81.5%). About 64.8% of
students reported a decrease in study hours, 16.9%
reported an increase in their study hours, and 18.3%
reported that their study hours remained unchanged.
Across all five years, the mean WEMWBS score was 41.68.
In students, probable depression was scrutinized at
44.7%, possible depression at 16.0%, average mental well-
being at 36.1%, and high mental well-being at 3.2% (Table
D

3.3. Comparison of Parents’ and Students’ Mental - well-
being:

An independent t-test was applied to compare the
means of parents’ and students' WEMWBS scores, and the
mean difference was found to be statistically significant
(p<0.001). The mean difference can also be seen in Figure
1. A Pearson chi-square test was used to determine if there
was a significant relationship between parents' and
students' well-being, and the results were highly
significant(0.001).

329
70 o

gzzw 341
60

WEMWBS SCORE
&

—1325
(=]
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T T
Student Parent
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Figure 1: Box and whisker plots showing variation in the WEMWBS scores of
students and parents.
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Table 1: Responses of parents and students and their corresponding p-values

Parents Students
P-value
n (%) n (%)
Gender Male 120 (54.8) 70 (32)
<0.001
Female 99(45.2) 149 (68)
Age Mean +SD 51.54 +6.766 20.69 +1.228 <0.001
Family type Nuclear 157(71.7) 162 (74)
0.591
Extended 62(28.3) 57 (26)
Household income Under Rs. 25000 6 (3.4) 0 (0)
Between Rs.25,000 - Rs.50,000 7 (3.9) 4(2.2)
Between Rs.50,000 - Rs.75,000 18 (10.1) 3(1.7) <0.001
Between Rs.75,000- Rs.1,00,000 31 (17.3) 26 (14.6)
Rs.1,00,000 or over 117 (65.4) 145 (81.5)
Family tested positive | Yes 124 (56.6) 140 (63.9)
0.118
for covid No 95 (43.4) 79 (36.1)
Deaths by covid Yes 63 (28.8) 52 (23.7)
0.232
No 156 (71.2) 167 (76.3)
Tested positive for | Yes 71 (32.4) 61 (27.9)
0.289
covid No 148 (67.6) 158 (72.1)
WEMWABS score Mean +SD 47.21 £9.839 41.68 +9.684 <0.001
Mental Well-being Probable depression 56 (25.6) 98 (44.7)
Possible depression 29 (13.2) 35(16)
<0.001
Average mental well-being 113 (51.6) 79 (36.1)
High mental well-being 21 (9.6) 7 (3.2)
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4. Discussion

The COVID-19 pandemic was a time of intense
uncertainty, fear, and stress, and its effects were seen in
both groups' mental well-being, which was found to be
on the lower end of the spectrum, more in students than
in parents. Through an independent sample t-test, the
mean difference between the WEMWBS scores of
participants who had tested positive for COVID-19
during the pandemic and those who didn’t were found to
be significant (p=0.019) which points to the possibility that
they might still be suffering from the after-effects of being
quarantined or be on their path to recovery. Using the
Pearson chi-square test, no significant relationship was
found between participants' mental well-being status in
nuclear and extended family systems (p = 0.845).

Results of this study show that students who are
suffering from probable depression are 44.7%, which is
alarmingly high; however, one thing that stood out in the
results of this study was that the students of different
years had different levels of mental well-being (Figure 2).
Second and fourth-year students had the best mental
health, which can be attributed in part to the fact that
second-year students had already been exposed to the
medical world in their first year, so they knew what steps
to take to perform well. Similarly, fourth-year students
also became familiar with their clinical rotation schedule,
due to which they reported relatively higher mental well-
being despite the pandemic. The study conducted on
medical students in Australia [8] showed somewhat
similar results: first-year students showed the highest
level of distress, with 24% of first-year students scoring
‘very high' The third year showed surprisingly lower
rates of distress, with only 9% of students scoring in the
‘very high’ category, as compared to 44.7% of students
showing probable depression in this study. These
findings on student mental well-being are important to
address, as poor mental health in medical students may
make them less enthusiastic physicians in the future,
which will ultimately affect the delivery of healthcare
services in the country. Medical colleges should organize
regular group sessions to keep their students’ mental
health in check. In a study done in Canada, it was found
that participation in extracurricular activities or school
sports was associated with better mental health outcomes
in children and youth [20]. This emphasizes the
importance of being proactive in hobbies where a student
finds peace and thoroughly enjoys himself/herself while
partaking in those activities, whether extracurriculars or
book reading, for example. PMC should construct some
sort of course in their curriculum where the students can
easily relieve themselves from the intensely high-paced
and competitive environment that medical colleges are
known to have.

Mental well-being accros year groups

.
High mental wellbeing

Average mental wellbeing

Possible depression

Probable depression

W Fifth year Fourth Year Third Year Second Year M First year

Figure 2: Graph comparing percentages of mental well-being across all year
groups

Although the majority of the parents were found to
have average mental well-being, a large proportion of
parents had probable depression at 25.6% and high
mental well-being was only seen in 9% of the parental
population, which is worrying and calls for action. If we
were to compare these results to the study done on
parents in Richmond, US [4], we would find that only
22.4% of parents showed positive results for high stress;
this had increased from 3.5%, which was reported before
the pandemic. This can be because in Pakistan there are a
greater number of people living in joint families as
compared to America, where they have nuclear family
systems, so added family members tend to increase stress
levels. It was also noted that 46.9% of the single parents
had probable depression and 18.8% had possible
depression, as compared to the proportions of 21.9% and
12.3%, respectively, in non-single parents. The mean
difference between the WEMWABS scores of single and
non-single parents was also found to be significant (p =
0.002) when an independent sample t-test was applied.
This finding can be supported by a study conducted on
single parents, which proved that single parents have a
higher prevalence of poor mental health compared to
partnered parents [21]. Single parents were affected more
than parents who were not single. This may be the case
because single parents must have faced the
socioeconomic burden alone without the financial and
emotional support of a partner, thus making them more
vulnerable to declining mental well-being. A significant
mean difference was also found between the WEMWBS
scores of parents with comorbidities and those who didn’t
(p<0.001). Moreover, in Pakistan, there is a lack of family
security, political unrest, and a poor standard of living.
All of these factors combine to cause a disproportionate
amount of stress in a Pakistani parent.

According to UNICEF, the good mental well-being of
caregivers, whether they’re parents or anyone else, is key
to thriving families [22]. and thus, they must have high
mental well-being. Promotion of family counseling
through mass media should be done to improve family
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resilience both before and during any crisis such as this
pandemic. Moreover, institutions should regularly invite
parents to seminars and make them aware of the
importance of mental well-being through the statistical
data provided in this study.

Limitations include the cross-sectional study design,
self-reported questionnaires by students on behalf of
parents, and higher female students” participation. Also,
there was a slight difference in the reporting of
socioeconomic status by parents and their children, which
we assume means that their children do not know about
their monthly household income or that many people
went into financial losses during COVID that their
children do not know about.

5. Conclusions

In a nutshell, this study shows highly significant results.
Students' well-being was seen to be most affected by the
coronavirus, whereas parents' mental well-being was
average. As these groups are highly vulnerable to
depression, creating awareness about their mental health
is crucial, especially during this time. We hope that the
sensitivity of this issue will be understood and that
together we will bring about a positive change.

List of Abbreviations

COVID-19 (coronavirus disease of 2019), MBBS (Bachelor
of Medicine, Bachelor of Surgery), WEMWBS (Warwick-
Edinburgh Mental Well-being Scale).
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ABSTRACT: Digital multimedia assets, including photographs, movies, and audio files, have become
a staple of contemporary life. Steganography is a method for undetectable information concealment in
these files. One can communicate messages to another by modifying multimedia signals so that a
human would be unable to tell the difference between the original signal and the altered one. The
widespread use of digital data in practical applications has prompted the development of new and
efficient methods for ensuring its security. Steganographic techniques can be used to, at least in part,
achieve efficient secrecy. There have been suggested new and adaptable audio steganographic
techniques. By using cryptography, readable language is converted to unintelligible data. In order to
send and receive text, multimedia, or other important digital files safely, this paper discusses secure
communication media. To have secure communication tools, the tools must lessen potential risks and
weaknesses. Therefore, the primary factor to take into account for creating a solid communication
system is transferred media. The objective of steganographic systems is to find a secure and reliable
method to hide a significant amount of secret data. This research focuses on digital image audio
steganography, which has become a popular method for data concealment.

KEYWORDS: Steganography & Cryptography, Secure communication media, Salt Encryption, AES,
Steganography with SHA-256

1. Introduction rendering it unintelligible to attackers. The algorithms
used in cryptography methods are numerous. In essence,
key management infrastructure is used. To improve the
encryption algorithm, symmetric and

cryptographic key management approaches are used. To

In order to share information across many geographies
through digital communication, a number of new asymmetric
technologies are constantly developing. Information can
sometimes include user privacy, confidential data, and
other sensitive material that needs to be segregated. Secure

communication media should be used to communicate

confirm that the sender and receiver are the authorised
users, the symmetric key is originally provided with both
parties. Steganography doesn't really make message

this information. Even if a crucial piece of information is authentication better. To protect messages for visual

given to a person who is acting strangely, unforeseen oo tion from sender and receiver, numerous encryption

events that could result in dangerous situations could still
happen. Therefore, this information is shielded from
corruption or breach by a malevolent hacker using the
data concealing approach. The majority of data
concealment techniques use steganography,
cryptography, and digital watermarking.

The message should first be encrypted using a secure
cryptographic procedure before being encoded using the
steganography algorithm. In that case, not even
steganographic algorithms can simply decode the
message. The message will be converted into ciphertext,

techniques are used.

The mechanism through which steganography and
cryptography will interact to create secure media is being
developed in this secure communication medium.
Additionally, steganalysis will be used to find stego-
objects in developed material using a variety of analysis
tools and evaluation results from various hashing
techniques. Python programming will be used to carry out
This
improvement strategy for using secure media to transmit

the implementation. study will outline an

private information.
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2. Related work

2.1. Steganography

Frequency domain and spatial domain are the two
main domains that can be utilised to identify data
embedding in image processing that uses pixels,
according to an analysis of steganography techniques. The
measurement of image quality and quantity distinguishes
the two domains most proposed in [1]. Quantity is
determined by using image sensitivity. Based on the
results of the peak signal to noise ratio (PSNR) or the
structural similarity index metric, the quality measure is
examined (SSIM). Based on the results of bits per pixel, the
quantity measurement is examined. In addition to these
two, imperceptibility and robustness are important
considerations. Robustness is the ability to clearly
degraded modified image from partial attacks to lose data
integrity. The human eye can detect significant changes
that point to the existence of embedded data. The study of
this perceptible is referred to as imperceptibility. Using bit
numbers, the spatial domain integrated the simple text
into the cover image.

In LSB methods, bit numbers of the message are
substituted for the image's least significant bits. There will
be 3 bytes for red, green, blue, and alpha when
decomposing the pixel (RGBA). There are 8 bits in each
byte, and one byte is used to represent each colour. The
least significant bit (LSB) for each byte is the one on the
right, while the most significant bit (MSB) is the one on the
left (MSB). An image with an RGB value of 800x600 pixels
can hold up to 180,000 bytes for embedding explained in
[1].

2.1.1.  Image Steganography

The use of a picture as a cover to conceal a message is
known as image steganography. The image can be used
with a variety of image formats, including Portable
Network Graphics (PNG), Bitmap (BMP), and Joint
Photographic Experts Group (JPEG) (PNG). The JPEG
image format compression is a popular format for
lowering the size of the image described in [2]. Using an
image as compression enables you to maintain aesthetic
characteristics that are still evident. Since the human
naked eye cannot breakdown the veiled information
contained within the cover image, this information is
difficult for humans to see.

2.1.2.  Audio Steganography

A steganographic =~ method  called  Audio
Steganography involves encoding data using an audio-
based file structure. Waveform Audio (WAV), Audio
(AU), and MPEG Audio Layer III are all acceptable audio
file formats (MP3). It is extremely difficult to embed the
message in audio, however many different methods have

been tried. An enhanced least significant bit modification
technique for audio steganography shows large amounts
of data can be compressed using audio, and it is difficult
to hack in [3]. However, maintaining an audio signal
becomes more challenging as more data are encoded. It
primarily serves to safeguard digital copyright.

2.2. Cryptography

Encryption and decryption are the two main
operations involved in cryptography. private information
is transformed into bizarre, cryptic text with a variety of
odd marks in order to prevent unauthorised access. It's
called encryption. The output of encryption is referred to
as ciphertext, which is difficult to decipher visually.
Decryption is the process of converting this ciphertext
back to plaintext (the original text). It is not possible to
restore the using
cryptographic methods. The cryptography technique is
carried out in these two operations using the key exchange
infrastructure. The plaintext is converted to a cypher using
a pseudorandom key or user-defined key, which is then
utilised again during the decryption process. These three

ciphertext to plaintext some

techniques are hash functions, symmetric cryptography
(public-key cryptography), and asymmetric cryptography
(secret-key cryptography). These three techniques are
frequently used to send messages more securely in [4].

2.2.1.  Asymmetric cryptography

Asymmetric cryptography, also known as public-key
cryptography, uses two different kinds of keys: public and
private. Public key infrastructure, digital signature,
channel security, and tamper detection are the main
applications for public key. A digital signature is used to
confirm the message's validity and provide proof that it
originated with the sender. Additionally, it has the
capacity to confirm the non-repudiation and data
integrity. The signature enables the sender to notify the
recipient if the encrypted communication is changed or
expanded upon described in [5]. Plaintext, ciphertext, an
encryption method, a decryption algorithm, a private key,
and a public key are the different parts of a public key
infrastructure.

2.2.2.  Symmetric cryptography

Symmetric cryptography, also referred to as secret-key
cryptography, and decrypts data
transformations using a single common key that is passed

encrypts

into a mathematical formula. Secret-key cryptography is
specifically to improve the
confidentiality of data.

used privacy and

AES is a symmetric encryption method since it
employs the same key for both both encryption and
decryption. Additionally, it employs numerous rounds of
the SPN (substitution permutation network) method to
encrypt data. The impenetrability of AES is a result of
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these encryption rounds, which are impossible to break
through due to their sheer number in [6]. The United
States National Institute of Standards and Technology
(NIST) developed the Advanced Encryption Standard
(AES) as a specification for the encryption of electronic
data in 2001. Despite being more difficult to build, AES is
still commonly used because it is substantially stronger
than DES and triple DES. Three key lengths —128 bits, 192
bits, and 256 bits—are used in the AES encryption and
decryption process. For, a fixed block length of 128 bits is
used. For 128-bits, 192-bits, and 256-bits, AES uses 10, 12,
and 14 rounds, respectively.

2.2.3. Hash Function

One of the cryptographic methods that enables the
complete transformation of the plaintext to the given
varied fixed number is the hash functions. Digesting is the
term for this transformation process. The hash functions
do not need keys. Fundamentally, hash functions are used
in digital signatures, password security enhancement,
random number creation, and message authentication.
The one way is another name for it explained in [4]. For
instance, the message "Hello" is encrypted using the MD5
cryptographic hash function technique. "Hello" will result
in a digest message of 128 bits rather than 16 bytes. The
result will be 128 bits when another plaintext "World"
message is similarly encrypted in that manner (16bytes).

Table 1: MD5 Hash Table

Plaintex | Hash value (MD5) Output
t size
Hello 8b1a9953c4611296a827abf8c4780 | 128 bits
4d7 (16byte
s)
World f5a7924e621e84c9280a%a27elbcb | 128 bits
7t6 (16byte
5)
Hello b10a8db164e0754105b7a99be72e | 128 bits
World | 3fe5 (16byte
s)

There are hundreds of different hashing algorithms
available, and each one is tailored for a certain sort of data,
speed, security, etc. Secure Hashing Algorithm, or SHA.
There are two variants of the algorithm: SHA-1 and SHA-
2. They differ in the bit-length of the signature as well as
in creation (how the resultant hash is made from the
original data). The National Institute of Standard of
Technology released SHA (NIST). The hash value
produced by FIPS 180-4 SHA can be MD. It generates a
higher hash value than MD, is faster, and is more secure
than MD. The output of SHA is a hash value of 160 bits (20
bytes) with 20 rounds.

As a hashing algorithm response to developing BCrypt
assaults, SCrypt was developed. SCrypt is used in many
software programmes to implement the protection against

password cracking. For the purpose of generating the peak
time for password processing, SCrypt uses a specific
amount of their hardware resources in their farm.
However, employing a specific amount of memory allows
you to restrict an attacker's capacity to find passwords
using high-tech gear. SCrypt is used to strengthen the
encryption algorithm based on the findings.

2.3. StegAnalysis

The method known as steganalysis aims to counter
steganography by locating the concealed data and
extracting or erasing it. For law enforcement
organisations, it becomes essential to decipher the
communication or at the very least render it useless to the
recipient, as is the case with nearly all such approaches.
Through steganalysis, the primary attribute of a stego-
object is analysed based on its robustness, capability, and
imperceptibility. The steganalysis is carried out in the
steganography studio to look at the detection of images
that show the presence or absence of steganographic
information using various algorithms and various image
format types in [7]. In order to identify the cover image,
stegananalysis is performed using server tools like
Openpuff and Steganography Studio. Visual analysis
(examining with human visual abilities to perceive the
information) and statistical analysis
(examining of modification in statistical properties to the

existence of

images). To improve security assessments, steganalysis
can be researched on cutting-edge technologies like
artificial intelligence, neural networks, fuzzy logic, and
genetic logic by extracting data more thoroughly through
statistical qualities as a progressive digital forensic.

3. Proposed System

In steganography, there are three main cover file
formats that are utilised. They are steganography for
audio, steganography for video, and steganography for
images. Data steganography in audio and video is a very
dedicated approach because even little changes can cause
significant noise affects. This had a negative impact on the
original quality and greatly affected the capacity of the
human visual system (HAS) and human auditory systems
(HVS). HAS is more sensitive than HVS when compared
to each other. In order to see the variations in noise in an
image file, you must look at it in great detail for a few
seconds. The development of communication medium is
more adaptable and trustworthy when using image and
audio steganography. The effectiveness of audio
steganographic techniques is influenced by a number of
factors. Each feature's significance and effect vary
depending on the application and the transmission
environment. The durability to noise, compression, and
signal manipulation, as well as security and the ability to
hide concealed data, are among the most crucial

characteristics shown in [8]. The robustness criteria is the
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most difficult to meet in a steganographic system when
paired with data hiding-capacity because it is closely
related to the application.

The most practical approach based on the spatial
domain is called least significant bit (LSB). The image is
broken up into a large number of pixels as part of the
spatial domain process. A pixel has 24 bits in total. Red,
blue, and green are represented by each 8-bit colour. The
least significant bit of these three values is used in the LSB
algorithm's processing. The first step of the method is to
read the image and transform it into image pixels. The
message is then transformed into a bit as well. The LSB of
the picture is used to replace the message bits to create the
stego-image. The image is not lost when the LSB is
changed, and great perceptual transparency is supported.
As aresult, these changes are not easily visible to humans.
In order to hide data, several image steganography
programs alter bits using the least significant bit (LSB)
technique. In low resolution pictures with 8-bit colour,
changing the LSB could cause a noticeable shift in the
colour palette, making it simple to spot hidden material.
Another sign that there is hidden information present in
an image is padding or cropping. The Hide-and-Seek tool
can only be used to create fixed-size graphics.

4. Methodology

By using data hiding techniques on the communication
carrier, the process can be divided into two primary parts:
encryption and decryption. There will be two actors while
employing a communication carrier: a sender and a
receiver. Before sending the carrier, the sender must
complete the encryption process. The system needs three
user inputs for the encryption method: a cover image, a
message, and a secret key. Stego-object as well as a shared
secret key are needed for decryption. the symmetric
communication mechanism that uses encryption. The
sender must enter the secret and message into the system
in order for symmetric communication to flow.

Utilizing the LSB approach, steganography and
cryptography are combined in this system. The entered
file is chosen as an audio file in this system. After that, the
communication is encrypted using just one secret key. The
Image Steganography and cryptography are also
combined as different mechanism for encryption and
decryption. Both systems are suggested and employ the
LSB algorithm to conceal the message in communication
media. essential
networks has its benefits. Depending on the user's

Utilizing various communication

decision during encryption, the stego-object can be either
an image or an audio file.

The AES algorithm first converts the secret key into a
hash digest value. The salt will be generated prior to

value cannot be converted back to its original form and
cannot be used to determine the secret key's value.

The hash value and encrypted message are base64

Encrypt with salt H Hash Object

Enter plain textH Encrypt using AES }.7
S‘egorobjea “
image

Figure 1: Encryption Algorithm

Cover Object
(Image/Audio)

encoded into unintelligible ciphertext. The cover object is
additionally mixed with the ciphertext using the LSB
steganography algorithm. The ciphertext of the encrypted
communication is converted to binary format. First, an
RGBA format conversion is performed on the cover image.
These binary-formatted data are also converted to
hexadecimal form. By using a delimiter, the modified
binary value of the message is inserted into the
hexadecimal format value of the cover image. The system
will return the cover image as the stego-image to deliver
the message over communication media to the recipient
once all of the transform values have been fully included
into the cover image.
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Figure 2: Decryption Algorithm

On the other side, High data embedding capacities are
possible with the LSB method, which is also reasonably
simple to use alone or in combination with other hiding
methods. This method's limited resistance to noise
addition, which makes it susceptible to
straightforward attacks, lowers its security performance.
The data will probably be lost if the stego-audio is filtered,
amplified, has noise added to it, or is compressed using
lossy techniques. Without impacting the perceived
transparency of the stego audio signal, it has extended the
depth of the embedding layer from the fourth to the sixth
and eighth LSB layers to improve the robustness of the

even

LSB approach against distortion and noise addition. The
other bits can be switched to create a new sample that is
more similar to the original in order to reduce embedding

hashing the AES in order to combine the secret key. This  error.
procedure is only used in one-way operation. The hash
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The communication carrier (stego-object) is extracted
on the recipient side using a shared key. The stego-object
is initially broken down into an acceptable format by
identifying a delimiter to recreate the binary data. By
converting to binary, these hexadecimal values are
retrieved back into plaintext. The system begins ciphertext
decryption once the ciphertext has been successfully
obtained. There is a password verification function that
must be passed through in order to acquire the original
message prior to the decryption of the ciphertext. The
system extracts the salt from the ciphertext before
encrypting the newly entered password from the receiver
and converting it to a hash value. The system then
compares the newly created hash value to the other hash
value that was derived from the stego-object. The
generated hash must be verified in order to ensure that the
password is valid. The system unpads the result and sends
the message to the recipient after the ciphertext has been
decrypted.

The suggested steganography system's encryption and
decryption procedures are shown in the diagram below.
The encryption procedure for both audio and image
steganography requires the cover file, password, and
secret message in order to produce a new stego-image. The
application simply needs a password and stego-object to
decrypt data.

[(app) G:\My Drive\Master course\Napier MSc Computing\Advanced Software Development\Final\app\App>py stego.py

elect the type of steganography:
I)Audio Steganography

b)Image Steganography

Yexit

our Choice:2

L) Encyption

P)Decryption

our Choice:l

Enter a new password:

Enter a message to hide: This is a secrect message.

tarts Image Encyption..
Enter name of the image file (with extension): test_image.jpg
>»>>> Succesfully encoded inside stego_test image.jpg

Figure 3: Encryption Process

(app) G:\My Drive\Master course\Napier MSc Computing\Advanced Software Development\Final\app\App>py stego.py

Select the type of steganography:
[1)Audio Steganography

[2)Inage Steganography

3)exit

our Choice:2

[1)Encyption

[2)Decryption
our Choice:2

Enter password:

Starts Image Decryption..
Enter name of the image file (with extension): stego_test_image.jpg
This is a secrect message.

Figure 4: Decryption Process

5. Experimental Results

The two techniques from the data hiding techniques
will be used to produce the secure stego-object. The
evaluation of each method will be done separately from
this implementation of data concealing strategies. For the
steganography, the evaluation will be performed on the
changes of stego-object and original cover object.

The system's performance is controlled by the local
host machine: Storage: 1TB HDD with read/write speeds
of 100 MB/s, CPU Processor: Intel(R) Core (TM) i7-7500U

CPU @ 2.70GHz, 2901 Mhz, 2 Core(s), and Operating
System: Windows 10 Pro 64 bit As a result, utilising this
local machine, the results of both encryption and detection
with cryptography are acquired.

As a result of the changes in their pixel construction
and attributes, the difference between the original cover
image and stego-object is compared. These outcomes were
acquired using the output characteristics of
https://www .textcompare.org/image/. Size in bytes,
dimension, bit depth, horizontal resolution, and vertical
resolution are all aspects of an image's attributes. Bit depth
is the term used to describe the colour information stored
in an image. The image can store more colour values due
to the huge number of bit depth values. The measurement
of pixel density, known as horizontal and vertical
resolution, is typically expressed in dots per inch (dpi). A
1-inch square has a grid of pixels that is 72 pixels wide by
72 pixels high when a picture has a resolution of 72 dpi.
Changes in size, bit depth, and horizontal and vertical
resolution can be seen in these findings. Comparing the
stego-picture to the cover image, the size has risen. Then
the bit depth increased by roughly 8 and both stego-object
resolutions were displayed at 96 dpi.

The bytes that will be embedded in the cover picture
will be located initially from the above and stored until the
final hiding with the pink areas, based on the results of the
difference in images. The only way to see these allocations
is by employing a tool for comparing and contrasting.

The steganalysis is performed to investigate the
presence of the encrypted message. In this steganalysis,
the stego-object are used to detect with several
steganography. The detection process is performed with
decoding the stego-image into text information.

Table 2: Steg-analysis Tools Table

. Detection
No. | Steg-analysis Tools Results
1. Stegdetect Failed
5 M'C?fe'e Steganography Defense Failed
Initiative
3. Steghide Failed
4. Steganography Online Failed
5. | VSL Failed

The difference between the cover image and the stego
image is being compared in this experiment's results. The
test is carried out using Guiffy Image Diff (11.11). The
highlighted portion of the stego-object showed a small
discrepancy between the stego-image and the original
image. The secret data is totally encrypted after starting at
the beginning of the image and being put in that
highlighted bit.
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Figure 7: Image Difference between Original Image and Stego-image

Audio steganography is used on fixed LSBs to
determine the point at which the difference between the
host message and stego message may be heard. Every
sample of the host message's fixed bits is replaced with bits
from the
randomness suggested in Bit Selection and Sample
Selection. In this following, it is simpler to conceal the
existence of noise or secret data. A frequency study of the
same data, however, makes it clear that there is foreign
data in the media. The main goal of the suggested
approach was to keep noise levels low by minimising the
disparity between original audio and stego audio. There is
no discernible difference between the stego signal and the
original signal, even after stegano-manipulation.

secret message without employing the

g
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Figure 8: Comparison between Original Audio and Stego-audio

6. Conclusion

The system that was put into place had benefits for
protecting communication medium thanks to data-hiding
algorithms. With base 64 encoding and the SHA-256
hashing technique, the message and secret key can be
compressed thanks to the robust security of AES
encryption. Utilizing the most recent hashing algorithm
development raises the security level of password
authentication. Controlling the resilience and lowering the
level of suspicion in a visual attack on a carrier using LSB.
The techniques based on audio steganography primarily
work with audio and spoken signals for a protective
communication. While evaluating these techniques, the
key steganographic characteristics of capacity, security,
and resilience are taken into account. The difference image
in the performance section shows the modifications and
differences between the original and the stego-image.
Because of the LSB approach and base64 encoding, the
final output size does not vary even when a significant
quantity of data is inserted into the cover image.
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ABSTRACT: The aim of this research is to suggest and analyze a framework to give universal publicity
to food properties certificates from any certification authorities. The focus is the certification of agro
product instances, i.e. unique for every single harvest, using smart contracts and blockchain non
fungible tokens minted by third-party authorities. The development and testing of a set of smart
contracts used the newly established ERC-1155 Ethereum token standard to implement Non-Fungible
Tokens (NFT)s. The ERC-1155 tokens allow for representing both the uniqueness, thus non-fungibility,
between different harvests as well as the quantitative elements within a specific harvest, e.g. mass
fractions of product from the same harvest, which can be interchanged, thus fungible. The framework
was developed, deployed, and tested on the Ethereum test net blockchain and submitted to extensive
testing. The blockchain data is accessible through general-purpose block scanners and can be read
through an Android App used by regular consumers during a supermarket visit. The goal is to give
consumers easy access to the Third-party Certificates (TPC) URLs available at the public Ethereum
blockchain. The benefit for food safety of widespread TPC visibility through web applications can not
be underestimated, since the use of blockchain tokens controlled by smart contracts injects trust in the
traceability of the merchandise, reducing counterfeiting and green-washing. The broadcasting of the
TPCs with the corresponding discipline of tokens transfer and smart contact restriction to possible
abuses increases agro-food supply chain transparency. Trust and transparency foster sustainable buying
habits by many consumers and transparency in the complete production and distribution links.

KEYWORDS Third Party Certification, Smart Contracts, Non-Fungible Tokens, Food Certification,

Blockchain

1. Introduction

In 1990, the Organic Foods Production Act (OFPA) estab-
lished standards for agricultural producers of commodities
that claimed to use organic methods. The methods, prac-
tices and substances used in agricultural practice, including
sowing; growing; and harvesting; as well as handling crops
and processed agricultural products, restrict the wording
on the product labels and marketing. Since OFPA, the US
consumer has been continuously increasing demand for
certified organic foods brands that claim to use organic
production processes. Nevertheless, these organic farm
certification methodologies have shown limitations and
criticism: the authors of [1] conclude that the “current reg-
ulatory framework is not only inadequate to the task of
regulating domestic organics, but also incapable of ensuring
the integrity of imported organics. Thus, the USDA Organic
seal misleads consumers.”.

1.1. Justification

Several studies have recently claimed that the certification
of products holds great beneficial potential, such that [2]:

“Product certification is one of the most promising and
developed instruments to reward the socially and environ-
mentally friendly practices of market producers”.

Third-party certification (TPC) differs from first and
second-party certification mainly because the third-party
authority that issues the certificate has no interest in the
transaction. A TPC involves an “independent Organisation
with expertise to provide an assessment and verification of
the company’s compliance with standards or legal require-
ments” [3].

TPC can be very useful to ascertain product physical,
chemical, or organoleptic properties and is allowing bolder
certification of social, environmental, and sustainability
properties. According to the work in [4]: “TPC also offers
opportunities to create alternative practices that are more
socially and environmentally sustainable”.

Although the farming procedures may be certified ac-
cording to criteria such as quality, sustainability, or social
fairness, there is no form of ensuring that certification of the
typical farming methods, such as USDA Organic certifica-
tion methodology, avoids specific harvests being stained by
malpractices such as agrochemical exposure or used hidden
child labor.

www.jenrs.com

Journal of Engineering Research and Sciences, 2(2): 15-23, 2023

15


https://dx.doi.org/10.55708/js0202003
https://orcid.org/0000-0002-8850-5438 
https://orcid.org/0000-0001-8644-7118
https://orcid.org/0000-0002-1273-7152
http://www.jenrs.com

o8 JENRS

R.B.D. Santos et al., Blockchain Tokens for Agri-Food

Each harvest of a specific crop is unique. The difference
may lie in the seeds used for that particular season or in the
total hours of sunshine in that specific location during the
crop’s growth.

One good example is the wine industry, where con-
sumers know that the time and the different weather condi-
tions between harvests of different years even from the same
farm will influence the wine quality. Organoleptic tests of
wine produced from grapes of different years and locations
evidence these differences. The wine counterfeit problem
can be summarized as avoiding that larger quantities of
more valuable wine from grapes harvested on better years
or regions reach retail than the volume actually produced.
This fraud is academically known as the mass balance [5] or
the double spending problem [6] and has a negative impact
on the luxury goods business as it can hurt the reputation
of premium brands. This fraud also hurts products that are
geographically traceable to a specific region, i.e., reserved by
local laws under the protected designation of origin (PDO)
concept.

1.2. Related Work

The work in [7] provides a comprehensive overview on
the application of blockchain technology to agri-food value
chains. These are in line with the work in [8] which con-
cludes that the use of blockchain technology can improve sus-
tainability from social, environmental, and market perspec-
tives. Recent literature [9] presents a blockchain-enabled
supply chain architecture to ensure the availability of a
tamper-proof audit trail for foods free of COVID-19 contam-
ination Further [10] conducts an extensive literature review
on the integration of blockchain into traceability systems.
Discussion on a blockchain strategy to trace organic food
products is presented in [11]-[12] . Attempts to use less
costly distributed data structures such as the interplanetary
File System (IPFS) for food traceability are discussed in
[13]. These and other articles are convergent in stating that
blockchain tools are possibly the most appropriate technolo-
gies to meet the various requirements the rapidly expanding
food value chains such as traceability, auditability, fault tol-
erance, and flexibility [14]-[15]. Research on certification
using blockchain [16]-citecreydt2019blockchain has also
evolved with many interesting sustainability findings and
efforts.

Nevertheless, no research has been found where har-
vests are recognized as being unique, thus their yield not
interchangeable between different harvests. This approach,
where the produce or yield of the different harvests are
not interchangeable except within the same harvest, leads
this research to use Non-Fungible Tokens (NFT) of the type
ERC-1155.

1.3. Proposed Solution

It is proposed to use Ethereum-based tokens and smart
contracts pointing to TPC certificates for keeping track of
certificates for individual harvests of each farm. In this man-
ner, we show that it is possible to track the exact origin and
quantity of each harvest from farm to consumer, offering
the benefits of TPC available to the last links of the chain.

Practical economic incentives to the chain participants are
described allowing for effective productive usage. The focus
is on information availability, reliability, synchronization to
the physical flow of goods, and, above all, ensuring good
publicity of the certificate at the consumer level.

This research paper is structured as follows. Section
2 presents relevant concepts and literature of traceability,
blockchain, smart contracts, and distributed ledger tech-
nology (DLT) and the Ethereum-based non-fungible token
(NFT). Section 3 discusses the requirements and implemen-
tation of a token passing TPC framework using the ERC-1155
token smart contracts and analyses the results obtained. Sec-
tion 5 presents the conclusions pinpointing the research’s
main contributions and limitations.

2. Blockchain Key concepts applied to Certification

A chain of transactions, organized into cryptographically
linked blocks, could, for the first time, reach a consensus,
even within a (limited) number of unreliable (traitor) nodes.
For a more detailed description of the data structures in-
volved see in [17, 18]. Albeit the eventually synchronized
nature of the protocol and possible temporary partitions in
the network, the linear block of data is re-established after a
partition and regains consistency and availability.

Consistency of distributed data within a predetermined
time frame is achieved, avoiding the double spending [6] of
the digital asset.

The technology behind blockchain successfully imple-
ments consistency and access discipline for collaborative
data in a diffuse globally distributed accessible trustless
environment. The consistency achieved by the underlying
data structures and control mechanisms with validation
through the consensus of third party validators or miners
shows that this technology is an important step towards
supply chain transparency and traceability data [19]-[20].

A blockchain is a cryptographically auditable, append-
only, tamper-resistant, distributed and replicated data struc-
ture, accessible to anyone employing a web browser.

Blockchain can store proof of structured data as well
as methods or programs to process this data according
to deterministic program steps known as smart contracts.
Blockchains require no central trust mechanism, thus there
exists no central point of failure. The main strengths of
Blockchain Technology (BCT) are listed below.

¢ Tamper resistance, i.e., cryptographic hashes to pre-
vious block, in practice, make it impossible to change
data that has been recorded;

¢ Pseudo-anonymity, i.e., data are available publicly but
encoded through hashed keys that allow for trust on
the existence and on the authorship;

¢ Distributed presence, i.e., the data structures are repli-
cated maintaining several copies with no single point
of failure and keeping integrity between data sets;

¢ Software-driven, i.e., the Blockchain mechanism does
not require human privileged operators to maintain
the transactions, thus the system is not prone to
bribery;
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* Allows for certification of the tamper-proof storage
of off-chain data by means of side blockchain. These
are hierarchically hash-certified sub-database that can
store larger volumes of data, including multimedia,
and provide evidence and tools for more detailed
analysis.

Ethereum [21] expanded the concept of the blockchain
to distributed ledger technology by including tokens and
programs called smart contracts that are executed inde-
pendently of human intervention. These are open-source,
human-readable high-level programs that are stored on the
blockchain and run inevitably, without any human inter-
vention, strictly as implemented thus avoiding any risk of
downtime, censorship, or fraud [22]. The Ethereum Vir-
tual Machine implements “unstoppable” and “unavoidable”
Turing-complete computer processes. Smart contracts use
open-source code and are developed to establish standard
behavior between blockchain stakeholders and other con-
tracts. They allow for extensive development and precise
control, ensuring transparency of each data manipulation
and thus trust. Digital blockchain tokens are capable of
representing object properties, assets, or rights that have
strict transactional behavior and ownership. The execution
of smart contracts is immune to any human interference
and therefore allows for transparent systematic transactions.
Tokens can be used to represent supply chains, intellectual
properties, voting, or identity management systems, among
other objects. The associated smart contracts assure disci-
pline to the corresponding state transitions of token balances
and thus generate trust to the parties without a trusted third
party thus no single point of failure. This assures trans-
parency and prevents possible “double-spending” frauds
in the certification system.

Security
Bank Certificate of Deposit
Right to receive dividends
Traded Shares

State Assets
Real Estate
Marriage
Guns

Public and
Private
Registrations

Private Contracts
Sports Club Membership
Rental of House/Car

Utility
Right to use
Right to vote

Right to participate

Figure 1: Families of assets and rights according to registration require-
ments.

2.1. Digital Tokens

Tokens are digital objects that represent specific rights or
assets. They should be understood as assets that can be
negotiated or used as guarantees. Note that the necessary
and sufficient condition for full ownership of the balance
of the token on a public address is the knowledge of its
private key. Figure 1 shows a diagram for most common

assets and rights, grouped into families along with their
corresponding registration requirements.

The registration of the rights and property of assets, if
required by law or regulation, will usually be centralized at
a government-trusted centralized database. Because these
data are maintained in centralized databases they are prone
to corruption, fraud, censorship, downtime, or misuse. On
the other hand, distributed registration schemes based on
replicated databases, such as distributed ledgers, provide
very high availability, are fraud-resistant, are fault-tolerant,
and typically cannot be censored. Security and utility assets
can reliably be represented, registered, and easily traded as
cryptographic tokens. Automated processes through smart
contracts allow high availability, low costs of the transaction,
full traceability, non-repudiation, and pseudo-anonymity.

In order to be useful, tokens should not be copyable (i.e.,
should not be prone to double spending attacks) or suffer
arbitrary changes. Thus, they need to follow strict disci-
pline at each change of state to usefully represent real-world
objects.

The development of digital objects to simulate real-world
objects requires that the object’s properties and behaviour
are modeled through common data structures and coded
procedures. Smart contracts manipulating tokens must re-
spect some standard to allow for multiple users and contracts
to share functionalities among different applications. Appli-
cation independence and fungibility of digital objects could
be achieved with a minimum set of functionalities. The ERC-
20 token fungible objects standards are key to the success of
many cryptocurrencies and many Ethereum decentralized
applications. Because the ERC-20 token metadata structure
holds all relevant property data within the blockchain, they
can be freely transferred from one blockchain to another,
allowing these to be exchanged for other ERC-20 assets.

It is important to note that like a real estate property
record, which entitles the bearer to have full use and own-
ership of a real estate asset, the possession of a private
key of a token on one blockchain entitles that person or
smart contract to unrestricted use of that token for payment,
exchange, deposit as warrant or collateral, lending or selling
this assets at his discretion.

Further, it is important to recognize that objects can be
categorized in fungible objects and non-fungible objects.
Fungible objects are those that need not be distinguished
from one another. The important question here is “How
many of these objects?”. Non-fungible objects, on the other
hand, are those that are distinguishable from similar ob-
jects. The decisive question here is “Which of these similar,
although unique, objects?”

The distinctive property between fungible and non-
fungible tokens is that the former are fully exchangeable
and thus can be added, e.g., coins of the same face type
and value can be added or subtracted at will. The latter,
not being exchangeable, can only be transacted as unique
identifiable objects.

A non-fungible token (NFT) is a unique blockchain-
based digital entity which can represent a non-fungible
object. If this token follows a protocol such as the ERC-1155
or ERC-721, it can be traded as an asset between various
stakeholders in possibly multiple applications.
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The methods defined in the ERC-1155 standard assure
consistent behavior, transparency, no double spending,
and a verifiable auditable trail to families of similar, yet
unique, objects. An ERC-1155 compliant NFT has one
identifier that points to a specific URL, in which typically
all properties and details are described. Additionally, an
overview of these main differences is outlined in Table
1 and a numerical characteristic of the ERC-1155 object
is also available (https://github.com/ethereum/EIPs/
blob/master/EIPS/eip-1155.md accessed on 26 Novem-
ber 2022).

Table 1: Comparison between ERC-721 and ERC-1155 tokens

ERC-721 ERC-1155
Fungible N Y( within same family)
Non Fungible Y Y
Smart Contract | One instance Multiple instances

2.2. Harvest TPC Algorithm

For decades, important crops have been traded as com-
modities. Commodities are intrinsically fungible. Once
the product is classified in a certain grade, according to
purity, size, or maximum cross-contamination levels, then,
the lot is handled as a commodity. Global trading standards
and procedures require that a certain measure of a com-
modity, say, a bushel of a certain grade of wheat, is fully
fungible with the same measure of this same commodity,
i.e. another bushel of the same wheat grade. However,
a specific harvest should be regarded as a unique object.
No other harvest possesses the exact same physical, chem-
ical or organoleptic properties, therefore harvests should
be handled as non-fungible physical objects. To track this
object appropriately, it is necessary to record all relevant
data which will individualize and keep the history of that
specific harvest product.

Each harvest of a specific crop is unique. The difference
may lie in the seeds used during that particular season or
in the total number of hours of sunshine in that specific
location during the crop’s growth.

In several agricultural sectors, especially in the wine
trade, expert consumers recognize the crop timing and the
different characteristics between harvests of different years
even from the same farm. The analysis of the organoleptic
properties of the wine produced recognizes differences in
the year and location of the harvest of grapes. In the wine
sector, the wine counterfeit problem can be summarized as
avoiding that larger quantities of more valuable wine from
grapes harvested on better years or regions reach retail than
the volume actually produced. This fraud is also known as
the mass balance problem [5] or double spending [6] and is
very deleterious to the business as it can stain the reputation
of premium producers. Products that are geographically
traceable to a specific region, i.e., reserved by local laws
under the protected designation of origin (PDO) concept
are also frequently affected by this type of fraud. A harvest
TPC mechanism with tamper-resistant certificates which
are easily available to any stakeholder via internet devices is
very helpful to avoid double spending and can significantly

boost trust along the supply chain stakeholders.
Thus, we researched the following main research ques-
tions (MQ1) and subsidiary research questions (5Q2, SQ3):

MQ1: “Is it possible to establish a harvest TPC mechanism
with tamper resistant certificates easily available to anyone,
even previously unknown food supply chain stakeholder
via public blockchain access?”

$Q2: “If a TPC mechanism is possible, who will carry the
data input and maintenance costs? In other words, how will
each stakeholder be incentivized to use this mechanism?”

$Q3: “If a TPC mechanism is possible, what will a typical
time of response for a certification query be, in other words
what quality of service can be expected by the end con-
sumer?”

To answer the Research Questions MQ1 and the subse-
quent research questions SQ2 and SQ3 a systematic method
was used which involves designing all smart contracts
needed, deploying and subjecting them to testing. The
test evaluated compliance to functional and non functional
design requirements. The procedure is depicted in the
Algorithm 1 which shows a step-by-step description of the
methodology for harvest TPC validation using a set of 7
smart contracts as a Proof-Of-Concept (PoC).

Algorithm 1: Methodology Systematic

Result: Write here the result
User Requirements;
while Register Request do
SmartContract(ProofOfConcept);
if TPC Authority exist then
Token Transfer;
Consumer Tracking Access;
else
| Evaluate(ProofOfConcept);
end
end

In summary, the algorithm develops a systematic
methodology by means of the following steps:

e 1—Elicit and define user requirements (both Func-
tional and Non-Functional).

e 2—Harvest Traceability - Define and Identify Trace-
able Units - Discipline data collection, i.e., when and
what needs to be collected.

® 3—Design and implement proof-of-concept (PoC)—
Deploy smart contracts.

* 4a—Analyze if third-party certification authority is
capable of issuing tokens easily and transferring them
along the Supply Chain Participants.

* 4b—Analyze if a token transfer allows the URL infor-
mation to be made accessible to the token buyer along
the Supply Chain Participants.

® 5—Analyze if consumers can access URL for TPC with
internet applications easily, reliably, and fast (MQ1).
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¢ 6—Evaluate PROOF OF CONCEPT and respective
results and improve implementation.

Besides the blockchain immutability permit to trace
of all the test runs and deployments of the smart con-
tracts. This allows the research methodology and proce-
dures to be easily reproducible and traceable (Examples
of blockchain scanners are https:/ /www.etherchain.org/,
https: //www.EthPlorer.io or https:/ /www.Etherscan.io
accessed on 29 August 2022 ). In other words, both the
smart contract source code as well as all the test runs of all
tests performed to the PoC can be followed in detail on any
browser.

2.3. Requirement Analysis

The desired functionalities of the system, i.e., the functional
requirements are listed below.

e to allow for farmers to request any third person au-
thority to inspect and certify properties that a specific
harvest may have;

e to allow the inspection authority to issue a certificate
on any website including quantitative data about the
desired property of the yield;

¢ to allow the authority to create (“mint”) tokens, i.e.,
digital objects representing the harvest and carrying
the URL linked to the certificate, representing infor-
mation about the mass of product inspected (yield);

¢ to allow these tokens to be “passed on” along the chain
of buyers of the product ( yield);

e to allow the buyer that applies the package, wrapper,
or label to the food product to write the URL to an
easily and freely accessible reliable database and

¢ to destroy (“burn”), after a predetermined time, these
tokens once the food product is consumed, to avoid
garbage accumulation or misuse.

As for the nonfunctional requirements, it is important to
ascertain that the system satisfies the following:

(a) Universal access: allowing any supply chain partici-
pant, even previously unknown, to use the tool with-
out previous registration;

(b) Tamper free auditabilty: enforcing tamper-free, au-
ditable transactions between any parties;

(c) Robustness to faults: allowing the writing to a com-
mon persistent information layer in a robust manner;

(d) No double spending fraud: avoiding that token bal-
ances are used more than once;

(e) Universal read access: allowing any potential con-
sumer to freely read the certificate by means of an
internet device

(f) Interoperability: allowing usage with different sys-
tems and devices and

(g) Cost effectiveness: allowing information to be
recorded in an inexpensive manner;

(h) Usability: allowing for comfortable user experience.

(i) Quality of Service: guaranteeing that response to
a consumer query returns to the requesting device
within a short time period;

(j) Scalability: allowing for a much larger number of
transactions running within the acceptable quality of
service i.e performance.

2.4. Persistence Layer Design: Do we need a Blockchain?

If harvests are to be certified for the benefit of the entire
chain of potential stakeholders in the food industry, which
type of data structure would be required to keep this in-
formation useful and trustworthy? Is it necessary to use
a blockchain to record and make all relevant information
consistently available to all stakeholders?

Figure 2, derived from [23] summarizes a structured
approach to optimize the data structure architecture to be
used for a specific application. In this case, the particular re-
quirements for the TPC of Harvest in the Food Supply Chain
recommend the use of a public permissionless blockchain as
the best architecture. The sequence of questions we would
ask is:

General Purpose Storage
Database

Private Permissioned
Blockchain

Public
Permissioned
Blockchain

Public
Permissionless
Blockchain

Figure 2: Scale of Requirements to define the type of data persistence layer
(database or blockchain)

¢ Isitnecessary tostore current State (Current Custodian
on Supply Chain)? YES;

¢ Is a Trusted Third Party available online? NO;

¢ Is WRITE access needed outside your organization?
YES; (because of the possibly many unknown chain
participants).

e Are all Writers known? NO.

Thus, the recommended architecture is Public Permis-
sionless Blockchain. Because it is desired that the system
maintains allows for new participants to join the supply
chain such as new farmers, known farmers with new crops,
new mills, new re-sellers, new comminglers or new retailers,
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the choice of a permissioned blockchain such as Corda or
Hyperledger was discarded[24, 23].

Because Ethereum tokens meet the non-functional re-
quirements (a—i) listed above, the public Ethereum envi-
ronment with the non-fungible token ERC-1155 standard
protocol was chosen. Ethereum also meets all of the non-
functional requirements today including (j): scalability.

3. Smart Contract Implementation

The smart contract code used for ingredient certification
in [25] was modified to implement the non-fungible token
(NFT) discipline that better represents each instance of a
crop with the use of the ERC-1155 (https://github.com/
enjin/erc-1155 accessed on 29 August 2022 ) objects and
methods.

The fully documented source code for all the smart
contracts in the Solidity programming language was pub-
lished in the Ethereum main net where all variables and
algorithms are fully commented on and documented.
The code was developed, tested, deployed, and made
available at https://rinkeby.etherscan.io/address/
0x841c5c79d9ae35db8fb4£216a478cd184fdae634#code (
accessed on 4 august 2021). The source code shown in
the link is the full smart contract code and is divided as
follows: The ERC-1155 standard code and the standard
libraries used are shown up to line 772. The specific smart
contract code responsible for the application is shown as of
line 772 and comprises the following methods:

e farmerRequestCertificate- This routine allows for the sale
of ingredients along with the respective IGR token
transfer

o certAuthlssuesCerticate- This routine is used to allow for
certification authorities to confirm that ingredients are
trustworthy as well as quantity, URL where published,
product, details of IGR value property, location, date
of harvest).

o sellsIngrWithoutDepletion - This routine allows for the
simple sale of ingredients along with the respective
IGR token transfer ( with URL).

o sellsIntermediateGoodWithDepletion - This routine al-
lows for the sale of intermediate products made from
certified ingredients along with the respective IGR
token transfer (with URL)i.e.: allows only the pro-rata
quantity of semi-processed InGRedient tokens to be
transferred.

¢ genAddressFromGTIN13date - This is an auxiliary func-
tion to generate an ethereum address for the specific
food item visible numbers GTIN-13 + date of validity
in format YYMMDD. This is used by the method com-
minglerSellsProductSKUWithProRatalngred to allow
anyone such as e.g. by a consumer with an App or
block-scanner to query the exact blockchain address
where the certificate URL is stored(Figure 4).

o transferAndWriteUrl - This is also an auxiliary rou-
tine to transfer the balance from the token owner’s

account to the ‘to” account. Note that the owner’s
account must have sufficient balance to transfer, that
zero value transfers are allowed.

o comminglerSellsProductSKUWithProRatalngred - This
code allows for the sale of the final-consumer product
with resp SKU and Lot identification with correspond-
ing IGR transfer with URL. In other words, it warrants
that only the pro-rata quantity of semi-processed In-
GRedient tokens be transferred to the consumer-level
package(SKU)

The smart contract code described can be viewed also as
a class UML diagram. Generation of UML class diagrams
from published Solidity programming language source code
on the Ethereum blockchain can be obtained by an auto-
mated functionality of the Etherscan blockchain scanner,
as shown in ( https://rinkeby.etherscan.io/viewsvg?
t=1&a=0x841c5c79d9ae35db8fb4f216a478cd184fdae634.

ERC1155

1155

*+see FIPS-1155 i hitps:/feips.etheraum.

ERC1155Mintable® ERCT155MixedFungible”

InGRedientToken-NFT ERCL155MixedFungibleMintable®

InGRedientTokenPublic.
1; rtifi
JesCerticate(_): (success: boal)
Depletion(_): (success: baol)

o
iteUrl(): (success: bool)
UWith:

(): (success:

Figure 3: IGR Token class as a dependent class of the ERC 1155 class. (
simplified by author from auto-generated UML class diagram from Ether-
scan).

4. Results and Discussion

A set of public blockchain smart contracts govern the to-
ken synchronization framework to positively identify each
harvest along the food supply chain to the end consumer.

At each transactional change to the product such as
change of custody, mixing, usage, or depletion of the prod-
uct, tokens are exchanged.

Using a modification of the IGR token set of smart
contracts rewritten for ERC1155, in Figure 3, the farmer
responsible for the harvest can freely choose the properties
to be certified between:

* functional - e.g. minimum size of fruit or grade.
* organoleptic - e.g. color or aroma.
* social - e.g. free of child labor cultures.

e environmental - e.g. “grown in certified no forest
devastation areas”or “organic—no xyz herbicide”, or
non Genetic Modified seeds only.
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as well as the appropriate authority that will audit and issue
the corresponding certificate for each harvest.

The authority is then invited to audit the farm at harvest
time. After the appropriate auditing procedures, includ-
ing inspection of the farm and qualitative and quantitative
evaluation of crop yield, the authority formalizes the audit
results by publishing the certificate as a web page at the
authority’s domain web server.

The link to this certificate, in the form of the URL is part
of the minting process. Further, this smart contract will
issue the exact number of tokens to match the numerical
mass yield of that specific harvest in grams.

Thus the ERC-1155 unified resource identifiers (URL)
descriptor will point to the web page containing the full
technical details of the certified “consumer-valued proper-
ties”, including the original mass of goods in grams. The
number of IGR tokens issued will represent this specific
mass of ingredients.

By using the delegated transfer “setApprovalForAll()”
and “safeBatchTransferFrom()” primitive in the smart con-
tracts, it is not possible for the farmer to issue or make
first-person claims on the certificate. Only the Authority
has this capability, thus enforcing strict true third-person
certification (TPC).

Comparing the current approach to the previously pub-
lished certification using the ERC-20 IGR Ethereum token,
the main improvement was to avoid tokens obtained from
different harvests, thus with different characteristics, being
mixed. The ERC-1155 discipline allows for the farmer to
sell part of the harvested product whilst avoiding possible
attempts to mix tokens from distinct harvests.

Further, as in blockchain distributed ledgers, “double
spending” frauds are not possible.

The necessary information in order to evidence to a final
consumer that a specific harvest or food ingredient raw
material was effectively inspected and certified by a third
party to hold some “consumer value property” is handed
over from one chain participant to the next, all the way to
the recipe final processor.

The farmer, can freely define any property that may be
useful or cherished by his consumers and the certifying
authority by using the smart contract farmerRequestCertifi-
cate(). After an inspection of the farm, the certification
authority will confirm the quality, quantity, and date of the
lot harvested. He will then include all relevant information
in the certificate web page at the authority$ web domain.
certAuthlssuesCert() The smart contract mints for this specific
lot of crop an equivalent quantity of IGR tokens such that
one IGR token corresponds to one gram of that certified
ingredient. The authority issues IGR tokens through the
smart contract including nature, quantity, location, and time
of the harvest. The token will hold the URL to the web page
of the full TPC. Note that only the certification authority
has permission to mint or not mint the tokens or determine
the correct quantities. This assures a truly independent
third-party certification and avoids potential conflicts of
interest.

gesT gEFOR®

Barcode+Validate String Hash Algorithm ETH Address

Figure 4: ETH Address generation from genAddressFromGTIN13date

The final processor, sometimes also known as commin-
gler or packer, uses information printed on the product
retail label to generate a public key which is linked to the
certificate URL. The barcode (GTIN-13 SKU identifier) ap-
pended to the validity “best before” date on the wrapper
are hashed to provide a unique public key in the Ethereum
blockchain. Thus, the hash of the “GTIN-13 + Date” string
is the public key on the Ethereum blockchain. Querying
the blockchain at this address returns the URL link to the
certificate.

This new ERC-1155 smart contract code retains the orig-
inal functionalities while extending the framework to allow
for non-fungible objects such as harvests of food products
to be certified as unique objects. It has a major new focus on
the conception, validation, and usability of smart contracts
for TPC of non-fungible objects.

4.1. Answers to Research Questions

The research questions MQ1 and subsidiary research ques-
tion SQ2 and MQ3 can be answered as follows:

MOQT1: Yes, the IGR token smart contracts after being modi-
fied to ERC-1155 are capable of truly evidencing harvest TPC
with tamper-free certificates and are available to anyone,
including new entrants to the food supply chain through
simple internet devices, as shown by the PoC running on a
test net as described.

SQ2: Yes, price incentive mechanisms are established for
each stakeholder. The premium to the price that the final
consumer is willing to pay for access to the TPC certification
of products will be shared with the supply chain partic-
ipants. The sum of the incentives along the links of the
supply chain is approximately as large as the premium the
consumer actually pays.

S$Q3: The typical time for the response for an end consumer
to a certificate query using the HTTP protocol is linear be-
cause it uses only one direct hashed access to the blockchain
(linear data structure) plus one direct URL web access to
the certificate, both of which are accessible in linear time.
This is due to the fact that, at each change of custody, the
URL to the certificate is “handed over” to the next in the
chain all the way to the commingler or packer. The public
key information (GTIN-13 + lot date) to the certificate URL
saved on the blockchain can be scanned directly from the
product label. This can be achieved conveniently using
an Android App https://play.google.com/store/apps/
details?id=com.igrtoken&hl=en&gl=US&pli=1

www.jenrs.com

Journal of Engineering Research and Sciences, 2(2): 15-23, 2023

21


https://play.google.com/store/apps/details?id=com.igrtoken&hl=en&gl=US&pli=1
https://play.google.com/store/apps/details?id=com.igrtoken&hl=en&gl=US&pli=1
http://www.jenrs.com

o8 JENRS

R.B.D. Santos et al., Blockchain Tokens for Agri-Food

In summary, the modified IGR-token smart contracts
suite using the ERC-1155 tokens allows for the synchro-
nization of the transfer of custody of the crop with the
corresponding IGR token representing each gram of the
yield instantiated for each different harvest. The modifi-
cations to the IGR-token code to use the ERC-1155 have
kept all original functionalities adding the necessary non-
fungible discipline. The main enforcement is that yields
from different harvests now may not be added.

The framework can not detect if a physical counterfeit
of packaging, within a short period, i.e., re-utilization of
original packaging material with counterfeit content, whilst
the spent tokens are still “live”.

5. Conclusions and Future Work

Farmers are systematically urged towards more sustainable
farming methodologies whilst becoming more competitive.
Some producers use the information on labels to induce
customers to believe that their ingredients are harvested
in environmentally and socially friendly manners without
proper evidence. Third-party certification along with better
availability of this information to the general public and
supply chain actors can help fight this green-washing and
promote consumer trust. Reliable publicity of the certifi-
cates with fast and easy access is paramount. A possible
practical solution is the use of distributed ledger technology
using tokens carrying the URL pointing to the certificate at
the authority’s website. This information is transferred at
each change of custody from harvest along the chain.

This research shows that a TPC, via the certificate URL
at the authority’s website, can easily and publicly be made
available through internet Apps. To allow for credibility
among the target consumers, the certification authority can
be freely chosen by the farmer. The authority is free to de-
cide and has full control on whether or not to certify or deny
certification. The architecture has a practical appeal because
it allows economic incentives to be shared by stakeholders
along the agro-supply chain links.

The major contribution of this research is to show a
method for public access to URLs with TPC of harvests as
unique objects, as opposed to a more generic certification of
a farm.
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