Special Issue on Multidisciplinary Sciences & Advanced Technology 2023

JENRS

Q
Ko
S

Received: 02 August, 2023, Revised: 25 October 2023, Accepted: 05 September, 2023, Online: 30 October, 2023

DOI: https://doi.org/10.55708/js0210001

Device Authentication using Homomorphic Encryption

Supriya Yadav *, Gareth Howells 2

1 School of Engineering & Digital Arts, University of Kent, Canterbury, CT2 7NB, United Kingdom
2 School of Computing, University of Kent, Canterbury, CT2 7NB, United Kingdom
*Corresponding author: Supriya Yadav, University of Kent, +447729973232 & ersupriyayadav@gmail.com

ABSTRACT: In the digital era, data security in files, databases, accounts, and networks is of utmost

importance. Due to the sensitive, private, or protected information they contain, databases are a

common target for cyber-attacks. To assess threats to data and lower the risk involved with data

processing and storage, data security is crucial. Therefore, it is necessary to find solutions to the data

security problems. It has become crucial to be up-to-date on different encryption technologies and

trends due to the internet's growing sophistication and dependence on internet data transmission. It

can help protect confidential information and sensitive data and enhance the security of the system. In

this paper, we propose a homomorphic encryption-based device authentication method while

safeguarding template data. Homomorphic encryption technology has the capability of computing on

encrypted data, making it more difficult for attackers to get their hands on the original template. In this

study, the CKKS technique was used, which supports the approximation of real or complex numbers.
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1. Introduction

The security of data over the internet is crucial,
especially if this data is personal or confidential. The
transmitted data can be intercepted during its journey
from one device to another. For that reason, there was a
need to develop a simple method to secure data. Data
encryption is one method to secure the messages, but
intruders can still try to crack them.

The homomorphic encryption (HE) algorithm allows
mathematical operations to be performed on encrypted
data. This is one of the extremely beneficial characteristics
that led us to decide on using HE for device authentication

(11[2].

Talking about data, there are three different forms of
it: stored, transmitted, and operated on. There are many
algorithms available today to secure the first two data
variations; however, few of these algorithms can operate
on encrypted data, which is where homomorphic
encryption comes in because it makes it possible to
perform calculations on encrypted data. This means that
data processing can be outsourced to a third party without
the need to trust the third party to properly secure the

data. Without the proper decryption key, the original data
can’t be accessed.

In general, data security must meet the three criteria
listed below:

Confidentiality: One of the
components of data security is confidentiality. Data

most important
confidentiality means that only authorized users are
permitted access to the data. Data confidentiality
guarantees that unauthorized users are kept at bay.

Data integrity: is the term wused to describe
safeguarding data from unauthorized change. Data
integrity must be implemented in the cloud to prevent

unauthorized data modifications.

Data accessibility: Accessibility is a crucial component
of data security. Data availability aims to provide clients
with secure network access to their data at any time, from
any location.

Data processing on encrypted data in cloud
environments is a novel method for securing data. To
create such a solution, encryption techniques known as

homomorphic encryption have been introduced [1], [3].
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This technique permits the operation of encrypted data

while guaranteeing data confidentiality = during

processing.

Since device data was collected from various sources,
a data compromise would result in a spoofing attack, and
the bad actor could impersonate the device. To ensure the
data on this device was not compromised, it had to be
encrypted. Now, the question was, "How to protect the
data on the device or server?" The most viable option was
to leverage file encryption tools.

To achieve this, the following are the alternative
techniques that were considered:

Password-based: When files are encrypted, the user
specifies the password. The tool will ask for the password
during decryption. Because malware can read the file and
conduct an offline brute-force attack, it is practical but not
very safe [4].

Token- or dongle-based: The hardware token or
dongle that contains the decryption private key must be
used to perform the decryption. The token can only try the
PIN ten times before initializing. However, this method
needs a token and is a lot safer than passwords.

HE does not require password or private key
protection, resulting in lower overhead to manage and a
better solution. Thus, it was the most viable choice for this
purpose.

The techniques used to solve this problem are
homomorphic encryption (HE), which is data processing
delegation without granting access to it. HE enables
operations to be performed directly on encrypted data
without ever using the decryption key. Using HE, data is
encrypted on the client side, pushed into the cloud,
securely processed, and the results are sent back to the
client for decryption [2], [3].

Homomorphic encryption (HE) offers several
advantages over password- or token-based approaches.
Password management is not necessary [4]. As a result, it
offers a higher level of security. The management of
dongles is not required. As a result, the costs associated
with hardware and the challenges of managing logistics

can be avoided.

Homomorphic encryption techniques offer creative
ways to support calculations on encrypted data while
protecting the content of private data. These methods do,

however, have certain drawbacks, such as high

computational costs and the requirement for custom
adjustments for every case study [5], [6].

Along with authentication, homomorphic encryption
can be leveraged for device identification by performing
mathematical operations on encrypted data, which will
ensure the protection of the original data. This is the focus
of discussion in this paper. Features used for this study
exhibit non-standard and multimodal distributions, which
present a significant challenge to model and characterize
[7]. The details of the mathematical functions were
investigated to see if there is a way to test samples and
compare them for closeness to the training models for
device identification using encrypted modelled data.

The rest of the paper is organized as follows:

Section II focuses on related works; Section III
describes homomorphic encryption; Section IV explains
the proposed system; Section V focuses on experiments;
and Section VI concludes the paper.

2. Background

According to the related work described below, data
security has been the subject of substantial investigation.

For monitoring chronic diseases, the study in [8]
established an IoT-based architecture with homomorphic
encryption to protect against data loss and spoofing
assaults. The findings imply that homomorphic
encryption offers simple, affordable protection for private
health information. For the protection of medical data,
blockchain technologies are also used in conjunction with

homomorphic encryption.

In 2012, the author introduced the SDC scheme, a
straightforward FHE developed from the Gentry
cryptosystem, to guarantee cloud storage anonymity [9].
In 2014, the author suggested an enhancement to Gentry's
second strategy to enhance the security of applying Fully
Homomorphic Encryption (FHE) in cloud computing.
Various academics have suggested diverse applications of
homomorphic encryption in the field of cloud computing
[10]. In 2014, the author introduced a secure image
retrieval technique for cloud computing that relies on the
homomorphic characteristics of the Paillier scheme [11]. In
2015, the author introduced a technique for safeguarding
privacy in medical cloud computing by employing
completely homomorphic encryption [12]. In January
2016, the author introduced an XOR homomorphism
encryption technique designed to facilitate secure
keyword searching on encrypted data for cloud storage
[13].
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To prevent potential password breaches, the author
[14] proposes a novel authentication system based on the
password authentication protocol, which uses two servers
modified to store passwords. The El Gamal algorithm and
DH are employed in this paper. Backup services are
offered to maintain the service. Client data from server one
is retained as a backup on server two, and vice versa. If
one of the two servers were to shut down for whatever
reason, the client would still need to get services from
another server. This protocol offers protection from both
active and passive assaults [14]

In 2016, the author proposed a banking application for
data security. The bank contains a large amount of
confidential customer information that must be protected
from unauthorised access, so the data must be kept
confidential. In this paper, paillier HE is used to apply
operations to encrypted banking information because it
enables performing calculations on ciphertext without the
use of a secret key. This plan provides data security and
confidentiality [15].

One of the most secure authentication methods,
according to a paper [16] published in 2016, is the use of
biometric validation. The biometric data is saved on the
remote server in encrypted form. In this paper's proposed
palm print authentication approach, the matching of the
user input to the registered biometric data is computed in
an encrypted domain based on pailliar homomorphic
encryption. This plan is carried out effectively [16].

In 2017, author came up with a security model for
biometric verification. In this study, they come up with a
new verification scheme based on HE for template
protection using multiple biometrics. The Paillier
homomorphic encryption scheme is used to encode,
process, and decrypt data. By computing the original
data and

Verification handles the sole cipher text. High accuracy

biometric the encrypted template, HE

rates can be seen in the results [17].

Encryption methods like homomorphic encryption
are also used to protect medical data. Such institutions as
hospitals and research institutes are developing technical
solutions for sharing patient data in a privacy- preserving
technical solutions are
and distributed
technology. Homomorphic encryption allows encrypted

manner. Two of these

homomorphic encryption ledger

patient data to be shared with other health care service
providers while it is encrypted [18].

The authors of [19]
encryption-based online safe multiparty computation

suggest a homomorphic

with patient information sharing to hospitals. In this paper
[20], a homomorphic encryption model based on heart rate
data was proposed and linked to a personal health
information system. The findings show that, despite
anticipated storage and network issues, the technique
presented was successful in meeting the needs for secure
data processing for 500 patients.

The authors of [21] presented a data division scheme-
based homomorphic encryption for wireless sensor
networks. The findings demonstrate that data security and
resource availability are mutually exclusive. By
monitoring the patients' vitals with a simple encryption
system, [22] demonstrates the applicability of
homomorphic encryption. While encryption only occurs
in medical facilities, sensor data like breathing and heart
rate are encrypted using homomorphic encryption before

being transmitted to an unreliable third party.

For monitoring chronic diseases, the study in [23]
established an IoT-based architecture with homomorphic
encryption to protect against data loss and spoofing
assaults. The findings imply that homomorphic
encryption offers simple, affordable protection for private
health information. For the protection of medical data,
blockchain technologies are also used in conjunction with
homomorphic encryption. In their article [24], the authors
suggested combining blockchain and homomorphic
encryption in intelligent transportation systems with
autonomous healthcare monitoring to track pandemic
different [25],

encryption to create a

infections. In a work they used

homomorphic searchable
distributed medical database on a blockchain. The
necessity to protect sensitive information is growing,

which encourages the integration of several strategies.

The next section provides a detailed explanation of
homomorphic encryption.

3. Homomorphic Encryption

According to the problem analysis in Section IT and the
overview presented above, it is crucial to use a
homomorphic encryption approach to safeguard the
confidentiality of data.

How organisations and individuals use and manage
their data has fundamentally changed thanks to affordable
cloud computing and cloud storage. Data can be
conveniently saved in encrypted form using traditional
encryption techniques like AES, which are incredibly
quick. However, the owner of the data must download,
decode, and act on the encrypted data locally, which can
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be expensive and logistically challenging. Alternatively,
the cloud server must have access to the secret key, raising
security issues. Because the cloud may directly process the
encrypted data and only provide the encrypted output to
the data owner, homomorphic encryption can greatly
simplify this scenario. In more complex application
scenarios, many parties with private data may be involved
[26]. In these cases, a third party may carry out an
operation and then deliver the findings to one or more of
the participants for decryption.

Homomorphic encryption is being developed to
protect the security of information that must be kept
private.

A fully homomorphic cryptosystem is one in which
any action on the plaintext may be performed by
performing an operation on the corresponding ciphertext
(FHE). Gentry [1], [2] made the first such cryptosystem
suggestion in a ground-breaking paper. The structure
meets the requirements for FHE, but it is found to be
computationally inefficient to be used in practice [3], and
creating FHE schemes that are computationally feasible is
an ongoing field of research [27].

[ Plain Text } ‘ yp ‘ Cipher Text
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Key Generation
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Figure 1: Homomorphic Encryption Process [29]

Two characteristics of the homomorphic encryption
technique are additive and multiplicative. An algorithm
that can calculate Enc(X1+X2) from Enc(X1) and Enc(X2)
without knowing the values of X1 and X2 is said to have
an additive property in homomorphic encryption [28]. An
algorithm with multiplicative properties can generate
Enc(X1*X2) from Enc(X1) and Enc(X2) without needing to
know the values of X1 and X2 [28].

The basic architecture of homomorphic encryption is
shown in Figure 1 [29].

The main algorithm utilized to represent the system is
defined in the next section.

4. Proposed System

This section gives an overview of the proposed
homomorphic encryption-based device identification
system. To uniquely identify each device when data from
different devices is generated and sent to the proposed
model, which uses fully homomorphic encryption. This
means that the data from these devices will always be in
encrypted form throughout the computation. This makes
the process of identifying devices safe and secure.

Additionally, in this work, Microsoft Seal is leveraged,
which is an open-source and highly optimised HE library
developed by the Cryptography Research Group at
Microsoft Research [30].

Device Data

Data Normalization

. Split data using
Train Data |¢—{ K-Fold }—~‘ Test Data

Key Generation
(publiclprivate key pair)

i

CKKS Encryption
Train & Test data

Compute Permutation
based samples

compare_cipherText [*-T—Pilext e texs
deerytor to decrypt & compare | | o]

device_probability
decrypt parameters to calculate
device probabilty e.
mean covariance, muliivariate
gavssian distribution

Calulate Device
Probability

;

Unique Device

Identification

Figure 2: Proposed system process

The homomorphic encryption library Microsoft
SEAL, which also enables additions and multiplications
on encrypted integers or real numbers, supports the BFV
and CKKS algorithms. Most of the time, using this
technology, it is not possible to evaluate other operations
on encrypted data, such as encrypted comparison,
encrypted sorting, or regular expressions. Therefore,
Microsoft SEAL should only be used to build cloud
computation components of projects that require privacy.
The BFV schemes allow modular arithmetic to be
performed on encrypted integers [30].

Figure 2 shows the step-by-step proposed system
process. The proposed system consists of three main
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processes, which are described below: feature extraction,
homomorphic encryption-based data protection, and
device identification matching results.

4.1 Feature Extraction

This process has been explained in detail [7], where all
data was pulled from devices and then used criteria for
good features and shortlisted features that have high inter-
sample variance and low intra-sample variance, and then
normalized the data and split the data using k-fold (k =10)
into training and test data.

4.2 Homomorphic encryption-based data protection

To achieve the goal of data protection from spoofing
attacks, HE is leveraged, whereby test and training sample
data is encrypted and, at the time of a cryptographic
operation (for example, authentication), the encrypted
data is used. Thus, the advantage is that spoofing and
impersonation attacks can be avoided.

Microsoft offers a variety of APIs to aid in
computation and support proposed model. The concept is
briefed below.

The first step is to generate a key pair (public and
private key) using;:

1) get_seal -> return the encryptor and encoder. Then
encrypt training and test data using the public key
[25].

2) compare_ciphertext -> decrypt the ciphertext with
private_key, compares it, and returns a boolean, i.e.,
TRUE if ciphertextl > ciphertext2, False otherwise.

3) device_probability -> decrypt the permutation test
and training samples, computes the mean, covariance,
and multivariant using the private_key and return
the probability as a result.

This model makes use of these APIs for data
comparison on encrypted values. This helps in achieving
data security since the data computation model is only
known to work with encrypted values and is described in
detail.

4.2.1 CipherText API Comparison

Boolean comparison on cipher text is not straight-
forward and is not supported in the Microsoft SEAL
library either; however, the probability model uses
comparison while calculating probability based on input
values. One way to implement comparison is to encrypt
messages bit by bit and write a comparison circuit;
however, this can be very inefficient from both a running
time and data expansion point of view. So, our own logic
has been enhanced and implemented to build this

comparison circuit, which has enhanced the capability of
the model to be more secure and robust.

Microsoft SEAL allows additions and multiplications
to be performed on encrypted integers or real numbers. A
comparison algorithm was built by leveraging the
ciphertext value addition capability, and proposed
algorithm works as follows:

4.2.1.1 Comparison Algorithm

Xand Y are two values that are encrypted.
Produce a new random number and encrypt it.
Perform the calculation.

Decrypt the result.

Subtract a random number from the result of the
decryption.

6. If the results from Step 5 > 0, then X > Y; otherwise,
Y > X.

AN

ICMetrics-specific flow is described below.
4.3 Device Identification Results

In the last stage, the results were compared based on
the highest probability and used to identify the device
uniquely.

4.4 Algorithm for the proposed system

The algorithms below introduce the process of a fully
homomorphic encryption-enabled model for device
identification.

e Read the data from all the devices.

e Select features based on criteria for good features.

e Normalize the data and then split it using k-fold.

e Calculate the column threshold for training and
testing and encrypt the threshold using CKKS FHE.

e Encrypt test and training data.

e Pass this encrypted training and test data to the
model, which will return the device probability.
The model will compute the permutation samples.

o Compute the device

permutation samples after calculating the mean,

covariance, and multivariate Gaussian distribution.

probability based on

e Save the probability produced for each device.

e Repeat the process for all devices to determine the
maximum probability generated, which serves as
prediction data for device identification.

5. Experiment

The experiment’s goal is to assess the proposed
system for device identification using homomorphic
encryption based on its accuracy and performance.

5.1 Experiment Setup

The section offers a comprehensive examination of the
experimental results connected to the suggested model,
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MVGD. The experimental dataset contains features
discussed [7]. The hardware of the MacBook Air and
MacBook Pro served as the source of this data (memory,
CPU and hard drive). Eight devices running current
software were employed. This study made use of data
acquired from the MacBook Air and Pro, Python
programming, and Microsoft Excel. And each device has
1,000 samples in this research.

The experiment makes use of 17 features that were

pre-processed, gathered from common computing
devices, and then supplied to the model for training. The
selected features were subsequently divided into sets to
increase operational robustness. These feature sets offer
more natural obfuscation, are more reliable than
individual features, and generate a stronger base for
applying the ICMetrics system. There are three feature
sets: 8F, 6F and 3F. The process of feature selection is

explained in detail [7].

For holdout accuracy estimations, the data were split
into two sections: 80% and 20%, respectively. 20% was
used for testing after 80% was used for training the model.
For validating the results, k-fold cross-validation for k=10
was employed. For k-fold cross- validation, data was
divided into k sections, one of which was used as test data
and the remaining k-1 as train data.

In the encryption stage of this experiment, the CKKS
homomorphic encryption algorithm provided by the
open-source Microsoft SEAL library [30], [31] was utilised
to encrypt the data.

Encryption parameters for CKKS are

en: degree of polynomial modulus
*q: coefficient modulus
escale: scaling factor for plaintext message inputs
SEAL generates all required parameters using these
three parameters.
EncryptionParameters parms (scheme_type:: ckks);
parms = EncryptionParameters(scheme_type.ckks)

poly_modulus_degree
parms.set_poly_modulus_degree(poly_modulus_degree)

parms.set_coeff_modulus(CoeffModulus.Create(
poly_modulus_degree, [6@, 2
scale = 2.0 s 40

context = SEALContext(parms)

Figure 3: Encryption Parameters

The first step in setting up the cryptosystem is to select
the encryption parameters as outlined in Figure 3. An
instance of the class Encryption Parameters contains them
all. The three moduli that the encryption algorithm uses
are first set: q (coefficient modulus), t (plain modulus), and
Xn +1 (polynomial modulus). The three most vital criteria

are these three, and selecting them appropriately is
essential for getting the best results.

5.2 Experimental Results

In this section, the device identification performance
of the proposed system is evaluated over device feature
data. In the proposed system, the encryption is performed
on the feature vector.

Table 1: Proposed system's time performance in various operations

Feature | Key Test Data | Overall

set Generation | Encryption | computation
Time Time time

8F 0.463s 50.698s 6376.720s

6F 0.417s 32.934s 1502.186s

3F 0.400s 16.203s 263.586s

In Table 1 below, the time performance of the
proposed system is demonstrated. This table captures key
generation, test data encryption time, and overall
computation time to uniquely identify the device for all
three feature sets. It takes about 0.46 seconds to generate
the public key and private key for 8F, and the other two
feature sets have less key generation time because the
other two feature sets contain fewer features than the first
one. 8F test data encryption time (50.698s) and overall
computation time (6376.720s) are higher than the other
two feature sets. The conclusion is that a larger sample
value means more information is preserved, which may
lead to better device identification accuracy. However,
homomorphic encryption, decryption and key generation
are the most time-consuming operations of the whole
procedure. Therefore, a larger sample size means longer
computational time, but data under homomorphic cipher
text can have high privacy security. The experiment below
was conducted on a MacBook Air with 8 GB of 1600 MHz
DDR3 memory and a 1.3 GHz Intel Core i5 processor.

The tables 2, 3, and 4 show results based upon device
features for each feature set, respectively. The effects of
different parameters on the system’s performance in terms
of encryption and computational time are explored in the
following.

Table 2: 8F HE based encryption and computation time

Devices Train Data Encryption Time | Computation
Time

DO 44.275s 2897.953s

D1 50.160s 1085.930s

D2 40.913s 132.240s

D3 42.024s 91.805s

D4 38.562s 139.640s
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D5 37.100s 1006.374s D1 90%
D6 37.414s 98.050s D2 90%
o)
D7 37.039s 5831.506s D3 960/0
Table 3: 6F HE based encryption and computation time D4 90%
Devices Train Data Encryption | Computation D5 88%
Time Time D6 89%
DO 28.946s 280.528s D7 90%
D1 29.636s 196.820s Table 6: 6F HE based encryption based devices accuracy
D2 27.341s 89.374s Devices Accuracy
D3 27.675s 72.152s DO 90%
D4 26.612s 44.321s D1 88%
o)
D5 26.607s 87.765s b2 1%
D3 90%
D6 26.553s 179.756s D4 90%
D7 26.549s 297.567s D5 92%
Table 4: 3F HE based encryption and computation time Dé6 92%
X X X — D7 94%
Devices Train Data Encryption | Computation Time
Time From the experiment results, the observation is that
Do 14.079s 25.667s the proposed model using CKKS-based HE takes longer
D1 13.554s 20.272s for computation depending on how many features and
D2 13.554s 14.751s samples are factored, as shown in the above results. The
D3 13.535s 13.807s objective in this paper is to ensure data protection during
D4 13.601s 13.614s the process of analysis and device identification.
D5 13.550s 227555 6. Conclusion
D6 13.534s 13.429s In this paper, an architecture and an implementation
D7 13.536s 13.412s of a device identification system in the HE domain were

As can be seen from Tables 2, 3, and 4, the average
training encryption time for DO is 44.275s, which is twice
as high as 6F and three times higher than 3F because the
multiplication on the cipher text requires more
computation time, and in 8F, there is more data and it
takes more time to execute. The computation time for DO
is 2897.953s, which is higher than 6F (280.528s) and 3F
(25.667s). This is the observation made when test data is
verified against training data and test samples are mapped
to modes. This multimodal feature process is explained in
a paper [7]. Three feature sets were used for analysis, out
of which FS1 (8F) train encryption and computation time
are the highest as compared to the second and third
feature sets. These feature sets include information about
disk such as CPU performance and disk read and write
operation speeds. This can be unique to different devices,
resulting in the highest accuracy achieved from this
feature set. Tables 5 and 6 show the HE-based percentage
accuracy of 8F and 6F individual devices, respectively. The

devices are individually identified according to the

findings.
Table 5: 8F HE based encryption-based devices accuracy
Devices Accuracy
DO 91%

presented and subsequently evaluated experimentally.
The system fulfils the data protection objectives. A
cryptographic technique called CKKS homomorphic
encryption was executed to secure the device data and
uniquely identify the device. The proposed model has
multimodal features, and for analysis, comparison was
used to identify the devices. In order to construct this
comparison circuit, our own logic was used, and we
calculated all the model's necessary parameters in Section
V, which enhanced the capability of proposed model to be
more secure and robust. By utilizing HE, the security
objectives of a dataset are achieved.

By wusing CKKS homomorphic encryption, the
computational time and device identification accuracy are
studied in this paper. According to the experimental
results, homomorphic encryption is time-consuming. The
future work will focus on efficient homomorphic
encryption algorithms to reduce computational time and
explore additional applications that can leverage
proposed implementation. This will further help to

establish the feasibility of the approach.
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